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Summary: In 1991, there was a massive shutdown of phone systems in Washington,
Pittsburgh, Los Angeles and San Francisco for up to 8 hours. The cause of the shutdown
was traced to three faulty computer instructions. These instructions were part of a revised
version that was not tested fully because the changes were considered too small. Below is
an abbreviated version of a newspaper article reporting on the incident along with
questions for discussion in class. The full article can be read on the website of The
Washington Post (http://www.washingtonpost.com,).

TINY ‘ BUG CAUSED PHONE BLACKOUTS
Equi pment Maker Says M nor Software Changes Contai ned Fl aws

Excerpted from
John Burgess Washi ngton Post Staff Witer
July 10, 1991; Page Al

A tiny software “bug” —three faulty conputer instructions |urking
anong several mllion that nodern tel ephone switches use to route
call s —appears to have sparked the sudden, massive failures of |oca
t el ephone systens in recent weeks, the manufacturer of the equi pnment
said yesterday. The flaws were hidden in m nor software changes that
t he Pl ano, Tex.-based conpany, DSC Comruni cations Corp., provided to
its tel ephone conpany custoners in an effort to inprove the

equi pnent’ s performance. The software was sent out w thout major
testing because DSC judged that the changes were too snall to require
it, DSC Vice President Frank Perpiglia said yesterday.

It was the first detail ed explanation of what caused the unprecedented
string of failures. In rapid sequence in June and earlier this nonth,

| ocal phone service in the Washington region, Pittsburgh, San

Franci sco and Los Angel es nysteriously crashed, for as |long as eight
hour s.

Perpiglia said the software fl aw appeared to be the “root cause” of
failures of DSC-built conputers called signal transfer points that



have been at the heart of the investigation. But he said that in the

t el ephone network as a whole, in which equi pnent made by many
different conpanies is |linked together, other causes m ght be found as
wel | .

Despite DSC s statenment, major tel ephone conpani es and equi pnent
manuf act urers yesterday conti nued a hi gh-energy investigation of the
i ncidents, which rank anong the nost disruptive software-rel ated
failures in U S. history. In the neantine, tel ephone conpani es have
installed in their switches special software “patches” that DSC
provi ded, and they said that the fixes should prevent any recurrence
of the failures.

Software consists of electronic instructions that in conpl ex prograns
can nunber in the mllions. Conputers nove through the instructions
sequentially to performtasks as diverse as routing tel ephone calls,
running a word processor, guiding mssiles and keeping track of
conpany payrolls.

A single m splaced command —one that tells a nmachine to | ook in the
wrong data base when a particular piece of information is needed, for
i nstance —can throw a conputer into confusion. Usually such bugs are
detected during | aboratory testing, but many survive this process.

DSC s expl anation underlines fears that as conputer software grows
nore conpl ex and takes over greater functions in conpanies and
government, society will be increasingly vul nerable to massive
failures.

Sof t ware engi neers are devel opi ng new ways to test software and

mat hematically prove that it is error-free. Other theories say

sof tware shoul d be designed with the assunption that bugs will occur
but that any damage they cause will be contai nabl e.

Sof tware devel opers continually conme up with refinenments in existing
progranms. Perpiglia said DSC had made changes at the request of one
custoner to basic software that runs the signal transfer points.

Bet ween Decenber | ast year and April, the change was distributed to
five of the seven regional telephone conpanies.

“DSC did not go through the normal process” of four nonths of testing
bef ore sending the change out, Perpiglia told nmenbers of the House
subconm ttee on tel ecommuni cati ons and finance yesterday. “Because the
change was small ... we felt that the change itself did not require
such testing.”

Anal ysis of the conputer instructions |ed DSC to pinpoint the problem
in a specific section of the change, Perpiglia said. The flaws, he
said, consisted of only three “binary digits” of information —three
flawed digits anong mllions of correct ones.



DSC conputers are designed to route calls around mnor failures that
routinely occur in a nodern tel ephone network, such as the failure of
a single circuit board. But due to the errors in the program the
conput ers responded by punping out floods of erroneous internal
messages that crowded out routine nessages that serve to route phone
calls, causing the systens to shut down.

Phone conpany executives said they had no way to explain why the
failures on both coasts had occurred so close in tinme to one anot her.
In a closed session yesterday, the Federal Communi cations Conmmi ssion
decided to step up its own research into network reliability, to
establish a special staff for that job and to establish fornmal
reporting requirenents for network outages.

“The comm ssion continues to have full faith in the fundanental
strength of our public tel ephone network,” FCC Chairman Al fred Sikes
said. “And we are persuaded that the recent events are —in al
probability —inadvertent side effects of continuing progress, rather
t han evi dence of any fundanental flaws.”

Staff witer Evelyn Richards contributed to this report

Questions:

Select two of the questions below, write the answers in the space provided, and designate a member of
the group to read the answer(s) on behalf of the group.

1. Describe the incident in your own words. What went wrong and what was the impact on the
human lives?

2. State the root cause of the problem.
3. Why did this problem shut down the phone system?

4. What was the reason given by the DSC Communications Corporation for not performing normal
testing? What motivated them to skip testing in your opinion?

5. Was it DSC’s fault? Justify your answer

6. Do you think that society will suffer more problems due to computerization?

7. How can computer related problems affecting the quality of human life be avoided?
8. Write a closing commentary on this incident and lessons to learn from it.

9. What do you think is the effect of the government hearings as a response to this incident?
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